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THE CELLt7LA,Jl T£LECO:"ft~1,,~IC"TIOt'lS L~DVSTKY ASSOCI.",T'O~

THE PtUONAL COM.\tti~ICATIO~SINDUSTRY ASSOCLATtON

THE TtL£coMMt!NICAnONS LVDtJS1'RV AssOClATION
THE UNITED STAt£5 TELEPHONE ASSOCU.TtON

M~h ZO. 1998

The Honcrable Janet Reno
U.S. Depanmcnt otJ~
Temtl arKI Conaunauon AvcnWl. N.W.
WashUl,tol1, DC 20SJO

Oear t\ttomey General R.eno:

Thank you fot yOW" flC8IlC tecw. cllritYinl5lvIl'I1 ill_ r.ue.a ae our last
me.UnI With AssistlS'lc Attorney Citnm1 S~e Col.- and rbI f8l. We almly ~"CI'C

your offer oCfunhct olarificatiOft on the FSl's Firlal Noti" ofCaplCiEY.

We are coneeme4. however. al other rt1DIininI cii:visiona bccwCC1'\ inc1\61U''Y anet
the Oeparuftent of lustic:e - particularly eM FBI'si~. cbat the ;ompliance deaelir\e
will only be extlftdect for carrierS chat IIteI co provide aU nine of the "pW1Chlist'" items as
weH as the Sway' 5 flilwrc co rtte:Qpi. that ~atIlpliaM. it net reuonably achievable
within the current statutory deadline for currently installed or deployed technologies.

It i. uareaaonabla to uk industrY to pw'$Ue impllJUftmUoll of the pWlchlist
features at this time wbtD neither the FBt nor the En.baa1ced Surveil1anee Stanaard CESS)
Committee has developed detai1ec1 Uld standlrd.i:zecl sp:c:ifieauons Cor these reQ,uircmeru$.
This is. in esseno•• a OIlftW that if il'lClusuy wants an. extension it must abandon its
deeply neld views about whac feacutn CAllA requites. Finally, failure to d.eem
c:urreruly insfalled or .,Iore tlCMololie. in CDm",U&I1CC will shift Costs unrc:alOnably
to iftclustzy and. impose coma-duve disadvantalcs betwoen differenl wriers and
techDololia.

For u.e reuoas. we would understand if you dc;idc. u you hayO pre-vioWily
indicated. thai the bac rc:aohaion ofchis i... is 10 Nqueslll biftdml detenniJWioJ\ from
the Federal CommwUca&J.olls Commission. Such I r1q\lllC will flOC affect indusr:y' 5
wiUinaness to paniGipata ill eichet die 6O-day priciq exercise discusscci at oW' muting
Oft Friday. Match 6. 199~ che On-IDma ESS effort. or iruiusuy's cammitmcnt to develop
CAlEA solutions for future teeMololies.
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We appreciate your ~fttinued. personal involvement in these =fforts anc! hope that
an efficient implcmcnWion. of CALEA will loon be pouible.

Sincerely.

Jill
Pi 'I
n.......CTI.._ • ..-".f.l., All IIrill.
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A. [atroductian

ZQZ4ZS3S0Z T-3SC ? 24/35 Jgb-303

Thank you Mr. Chairman for siving mo the opponwtity to a"pear before ~'OU .lnQ

the other distinguished members of yOUJ' committee. No one can ciispute that thes~ hearinis are

timely ~nc1 necessary, My appearlUlc= today iJ on behalf of the members of the

TelecommWli,atioas 1n'h~stry Association r'nA'·). nA repre~ntsmore r.h41'1600 L"nitcd States

l:ompanies that rtW1ufactu.re anci supply the eqUipment thll is the bKkbonc of thlt

teieconununic:adons induscry - from switches for landline. cellula:. PCS and satellite sys~ms to

pasers to two-way racUos.

£mplemenration of the Communications Assistan= for law Enforcement A~l of

1994 ("CALEA") is ~ all impuse that industry aIlri IOYemmenc have not beell able to break,

ConlP'l!s in:cnded that most of the implementation of the act would haye occurred by the act's

fourth anniversary, October 25, 1991. ReJfenably, for t~ reasons I will discuss below, that

c:leadJine cannot be met

I am pleased to report, however. that in the put week manuiact\lrers hav~

received a number of promisin. si.na1s from the FBI. After severa! rnoruhs of beine e:ccluded

from meetings. last week TIA and severa! manuf~ were ~ftractee1 by Mike Warren. the

new section l\elid for the CAL£A tmplemet\wion Section at the fBI. He uked for a series of

mccliJ'lp and has offered to eAter into IOod faith nelotiations with tho m.&nllfact'Urcn. with the

hope of ac:hievUtllttl .....18n& en. CAL.,EA's eapabiHt)I ~uir~mentJ.

Unfortuaaloly. dais is not die fltst tUne that sucb an appeal hu been made by the

FBI. in. many ways; tbc FBI's ;urrcnt request i. remWlCetu of these we received wnen we fU'Sl

belu the stII1dards procell mearly 1995. immediately after the passaiC of CAL£A.

Al that time. tbc fBI approacbcc111A ancl ukeOw Uftdersrat2dably, to be invo1ved

in the sW1darcis process. 11A was Clad to welcome the FSt into cbe prooess. ""pins chat with Ute

constrUctive participation of II"" Cltlf'orcemet1l we would be able to mivc a1 • stedatci that "",a.

00t>'ON
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acceptable to all panies, Indeed, as retll!ctec1 in our Engincerina Manual. TIA has Jl\\ ~ys

encouraged the active pU'ticil'ation of lovcmment entIties in our standards process.

tJnfOrt\lJ1ately, our attempts to avoid confrontation and at gooci faith negotiation.

with law enforcement have put us where we are today: a year away from the compliance

deadline anel Still without a standard to which to build..

B. The Staadarda PI'OCII'

As the praidenc of TIft-. t am. in a unique position to comment on the lndustt')'

sWldar'ds process U\c:l bow we arri.....ci It our current situatlon. TIA. as an institution acc:reditc:.a

by the American Nacional Stancllrcb tnsUCUte (ANSI), was selected 'by the telecommunications

indUStrY to promullate the indusay's CALEA standaRi

Upon passap of CAl-SA. nA promptly miti.ted a staadarcls program. TIA set

an ambitious 5':bedule .- nopmg to complete ttle srmdard aD IIU\ =~a'eftl.ly expeditecl basis.

Although there were some substantive c1isaareemcnts wttbUl in4ustry (u there a!way~ ar. it\ a

standarcis p~ss), these were resolved on a fairly rapid basis.

Disapements with the FBI. however. were not JO easily reso'vec1. It gradually

became apparent that law enforcemellt anel inGusUy had markedly different i1'lterpretations of

what was required under CAL£A.

In rettDS~ we shauld have dDac what CALIA provides: passed the features on

which ilKiu.say apeed as r.he iDdusuy "safe harbor" sraadard and laid the FBI that if it considered

this standard to be defl;ieec it should chaU.ftl' the sWldarcl at the FCC. Wtcad. however. we

accepted repeated FBI requests for more consulwion. more meetinp. ancl more drafts - all in

the hopes or arri"U1S at some KClptable middle ground where the FBI and industrY could reach

oonsensus.

In fact. far the past two and a balf years, I vast ~ority of the scaaciatcls meetings

wer= cic\lotee! CO adclres1inllaw aUOn:cmefU'S concems ancl seekioa s~b an lamment.
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I. BACKGROlJ~D
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LO:KET FILE COpy DUPLICATE

)

)

)

)

)

)

)

)

JOINT ~10TIONTO DISMISS

Before the
FEDERAL CO:\IMl'~JCATJO~SCO:\IMISSIO~

Washington, D.C.

On July 16.1997. CTI.-\ tiled a Petition for Rulemaking requesting :hat the Commission

I. The Department of Justice and the Federal Bureau of Investigation tFBI). on behalf of

CTJ.:\'S JULY 16. 1997 PETITION FOR RULE;\tAKI~G

I CTIA's petition has not yet been assigned a docket number.

for Rulemaking. 1 This motion is made pursuant to Sections 1.2 and 1AOI(e) of the Federal

Communications Commission Rules on the grounds that CTIA's petition is now moot and plainly

Implementation of Section 103 of
the Communications Assistance for
Law Enforcement Act

In the Matter of

dismissinl! the Cellular Telecommunications Industrv Association's (CTTA's) Jul" 16. 1997 Petition- . .

themselves and other federal. state. and local law enforcement agencies, hereby move for an order

does not warrant the attention of the Commission. 47 C.F.R. §§ 1.2 and 1.401(e).



establish an electronic surveillance technical standard to implement Section 103(a) of the

Communications Assistance for Law Enforcement Act (CALEA)." 47 U.S.c. § 1OO~(a). The

petition stated that no industry standard had been adopted at that time because ofan impasse betv.'een

the industry and law enforcement over the capabilities that should be incorporated into the standard.

CTIA requested that the Commission adopt as the standard the then-current industry consensus

document which it attached to the petition.

3. The substantive legal basis forCTIA's petition was Section 107(b) ofCALE.-\. 47 U.S.c.

§ 1006(b). That provision states that if industry associations or standard-setting organizations "fail

to issue" technical requirements or standards. then the Commission may be petitioned to establish

those standards. As of the date of the petition -- July 16. 1997 -- CTIA was correct in alleging that

there was a failure on the part of industry and standard-setting organizations to issue technical

requirements or a standard, as none existed.

4. However. on December 8. 1997. the premise for CTIA's petition ceased to exist. On that

date. members of the telecommunications industry approved interim standard J-STD-025. despite

its failure to include the assistance capabilities that law enforcement had consistently maintained

were required by Section 103(a) of CALEA. 47C.s.C. § 1002(a). The standard was then published

by the Telecommunications Industry Association (TI A) and the Alliance for Telecommunications

: The Communications Assistance for Law Enforcement Act. Pub L. No.1 03-414. 108 Stat. 4270
(1994) (codified as amended in 18 U.S.c. and 47 l:.S.C.).

2



Industry Solutions.~

II. DISCUSSION

CIIA'S PETITION IS MOOT AND DOES ~OT WARRANI

CONSIDERATION BY IHE COMMISSION.

5. CIIA' s petition should be dismissed on the grounds that it is moot and does not warrant

consideration by the Commission. Section 1.140l(e) of the Commission rules provides:

Petitions which are moot, premature, repetitive. frivolous, or which plainly do not
warrant consideration by the Commission may be denied or dismissed without
prejudice to the petitioner.

47 C.F.R. § 1.401(e).

A matter is moot when it presents no actual controversy or where the issues have ceased to exist. 4

Here, CIIA's petition was premised on the fact that no industry standard had been adopted at the

time of its filing. After CIIA filed its petition. industry did adopt a standard. It thereby rendered

CIIA's petition moot.

6. For the same reasons that the petition is moot. CIIA' s petition should also be dismissed on

the grounds that "it does not warrant consideration by the Commission,'·5 In addition. CTlA's

petition does not warrant consideration by the Commission in light of the Joint Petition for

See Attachment A.

4 BLACKS L.-\w DlcTlos-\RY 1008 (6th Ed. 1990) (defining "moot case").

47 C.F.R. § 1.401(e).

3



Expedited Rulemaking being filed separately by the Department of Justice and the FBI on behalf of

law enforcement. The Joint Petition for Expedited Rulemaking alleges and demonstrates that the

interim industry standard is "deficient" as that tenn is used in Section 107(b) of CALEA. In light

of events that have taken place since the filing of CTIA' s petition. the petition filed by the

Department of Justice and the FBI supersedes CTIA' s petition in terms of relevancy and accuracy.

There is simply no reason to keep CTIA's outdated petition pending.

4



III. CO~CLlSION

CTIA's July 16, 1997, Petition for Rulemaking be dismissed.

Honorable Janet Reno
Attorney General of the United States

Respectfully submined,

¥1(./J)10
Stephen W. Preston
Assistant Attorney General
Douglas N. Letter
Appellate Litigation Counsel
Civil Division, Depanment of Justice
60 I D Street. N. W.. Room 9106
Washington, D.C. 20530
(202) 514-3602

5

7. For the foregoing reasons. the Depanment of Justice and the FBI respectfully request that

Date: March 27, 1998

Louis J. Freeh. Director
Federal Bureau of Investigation

Larry R. Parkinson
General Counsel

. Federal Bureau of Investigation
935 Pennsylvania Avenue, N.W.
Washington, D.C. 20535



Before the
Federal Communications Commission

Washington. D.C. 20554

Certificate of Sen'ice

)

)

In the Matter of: )
)

Implementation of Section 103 of )
the Communications Assistance for Law )
Enforcement Act )

)

---------------)
1. David Yarbrough, a Supervisory Special Agent in the office of the Federal Bureau of

Investigation (FBI), 14800 Conference Center Drive. Suite 300. Chantilly, Virginia 20151. hereby
certify that, on March 27, 1998, I caused to be served.. by first-class mail, postage prepaid (or by
hand where noted) copies of the herewith Motion to Dismiss in the above-referenced proceeding,
the original of which is filed here~ith and upon the parties identified on the attached service list.

DATED at Chantilly. Virginia this 27th day of \1arch, 1998.
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Honorable Janet Reno
Attorney General of the Cnited States

Stephen W. Preston
Deputy Assistant Attorney General

Douglas ;\. Lener
Appellate Litigation Counsel
Civil Division
U.S. Department of Justice
601 D Street. N.W.. Room 9106
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Sr;\ll1ARY

The Communications Assistance for Law Enforcement Act (CALEA) was enacted in 1994

to ensure that ongoing technological changes in the telecommunications industry would not

compromise the ability of federal. state. and local law enforcement agencies to engage in lawful

surveillance activities. To that end, Section 103 of CALEA explicitly obligates telecommunications

carriers to ensure that their equipment. facilities. and sen'ices are capable of expeditiously isolating

and delivering to law enforcement agencies all communications and call-identifying infonnation that

law enforcement is authorized to acquire.

C.-\LEA contemplates that the communications industry, acting in consultation \'tith law

enforcement agencies, will develop technical requirements and standards that implement the

assistance capability requirements of Section 103 and act as a "safe harbor" for industry. At the

same time. Congress recognized that the standards developed by industry might be inadequate to

carry out the statutory mandates. Section 107(b) or CAL£..\ therefore authorizes the Commission

to issue rules establishing additional technical requirements and standards if a government agency

believes that an industry standard is deficient.

The Department of Justice and the Federal Bureau of Investigation (FBI) are filing this

petition to initiate an expedited rulemaking proceeding under Section 107(b) of CALEA and related

provisions. They are taking this step because. after careful consideration and consultation. they have

determined that the interim technical standard adopted by industry is seriously deficient. In the view

-1-



oithe Department of Justice. the FBI. and other federal. state and local law enforcement agencies.

the industry's interim standard is not adequate to ensure that law enforcement \\ill receive all of the

communications content and call-identif\-in~ information that carriers are obliQated to deliver under. - -
Section 103 and the applicable electronic surveillance statutes. The interim standard also fails to

ensure that information "ill be delivered in a timely manner. unless the deficiencies in the interim

standard are corrected by the Commission. information that is critical to public safety and law

enforcement "ill be lost. and Congress' goal of preserving the surveillance capabilities of law

enforcement agencies in the face of technological changes "ill be seriously compromised.

This petition explains why the industry's interim standard is deficient and what services and

features should be added to correct its deficiencies and carry out the mandates of CALEA. The

petition is accompanied by a proposed rule that sets forth. in specific terms. the changes that the

petitioners believe should be adopted by the Commission. The petitioners request that the

Commission initiate an expedited rulemaking proceeding leading to the adoption of the proposed

rule and any other requirements and standards that the Commission determines to be appropriate

under Section 107(b).

-2-



I. INTRODUCTION

1. The Department of Justice and the FBI. on behalf of themselves and other federal. state, and

local law enforcement agencies. J respectfully request the Commission to initiate an expedited

rulemaking to establish technical requirements or standards for electronic surveillance assistance by

telecommunications carriers under the Communications Assistance for Law Enforcement Act

(CALEA), Pub. L. ~o. 103-414,108 Stat. 4279 (1994) (codified as amended in 18 C.S.c. and 47

u.s.c.). This petition is filed pursuant to Sections 103 and 107(b) ofCALEA (47 V.S.c. §§ 1002

and 1006(b», Sections 4(i) and 229(a) of the Communications Act of 1934 (47 U.S.c. §§ 154(i) and

229(a». and Section 1.401(a) of the Commission's rules (47 C.F.R. §1.401(a).

2. Section 103 of CALEA (47 C.S.c. § 1002) imposes affirmative obligations on

telecommunications carriers to ensure that their equipmenL facilities. and services are capable of

providing specified assistance to law enforcement in the conduct of authorized electronic

surveillance. Under Section 107(a) ofCALEA (47 C.S.c. § 1006(a». a carrier is deemed to be in

compliance with Section I03 if it is in compliance with publicly available technical requirements

or standards adopted by an industry association or standard-setting organization to meet the

requirements of Section 103. However. compliance 'With the industry standard is merely one way

Follo\\1ng passage of CALEA. the FBI assembled the Law Enforcement Technical Forum
("LETFn), consisting of 21 representatives from federal agencies and 30 from state and local law
enforcement agencies. as well as the Royal Canadian Mounted Police. LETF members participated
in the development of this petition. In turn. the FBI and the LETF have coordinated CALEA
implementation issues. and developed consensus positions, \\1th several hundred of the major law
enforcement agencies and prosecutors' offices across the United States.

...
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of assuring compliance with Section 103: a carrier can satisfy its obligations by any means that meet

Section I03's underlying assistance capability requirements. \10reover, if a government agency

believes that technical requirements or standards adopted by an industry association or standard

setting organization are deficient. it may petition the Commission under Section 107(b) (47 C.S.c.

§ I006(b)) to establish. by rule, technical requirements or standards that meet the requirements of

Section 103.

3. On December 8,1997. the Telecommunications Industry Association (hereafter referred to

as "TIA") published an interim technical standard ("interim standard") concerning electronic

surveillance assistance requirements for telecommunication carriers pro\iding 'Wireline. cellular. and

personal communications services. This petition is being filed because the interim standard lacks

specified electronic surveillance assistance capabilities and related provisions that are required by

CALEA. The Department of Justice and the FBI ask the Commission, by rule, to supplement the

interim standard by incorporating additional capabilities and provisions that \ltill satisfy the

requirements of Sections 103 and I07(b) of CALEA. A proposed rule that sets forth requested

technical requirements and standards is contained in Appendix I of this petition.

4. The technical requirements and standards sought in this petition are intended to operate in

addition to. not in lieu of, the interim standard. Thus. the interim standard should IlQl be stayed

pending a determination of this rulemaking.



5. The Department of Justice and the FBI urge the Commission to consider this matter on an

expedited basis so that the deficiencies of the interim standard can be corrected as soon as possible.

Expedited consideration ~ill further the strong public safety interest in presening law enforcement's

ability to conduct effective. lav.-fullv authorized electronic surveillance in its continuing efforts to., -
combat criminal activity. Expedited consideration also v,ill help to avoid delay in the development.

manufacture, and deployment of CALEA.-compliant solutions for existing and future equipment so

that law enforcement agencies can effectively fulfill their public functions.

II. BACKGROUND

6. This petition concerns statutory obligations placed on telecommunication carners by

CALEA. To understand fully the nature and scope of those obligations. it is essential to understand

the background of this legislation. As described below, CALEA was passed primarily at the behest

of the FBI and other law enforcement agencies. despite opposition from the telecommunications

industry. in orderto ensure that la\\ful electronic surveillance as an invaluable crime-tighting tool

is not thwarted by technological and structural changes in the telecommunications industry. CALEA

is designed to presen'e the ability of federal. state. and local law enforcement agencies to carry out

lawful surveillance in the face of these changes.

-5-


